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ABSTRACT

The current digital era is full of digital devices and to ensure the safety of their data, users utilize the protective
armor of passwords using the fingerprints lock, face lock, pin codes and password locks. The trial-and-error
method possesses an infinite possibility of passwords in patterns/ pin locks for unlocking the devices. The levels
of security ensure that only a limited number of trials are possible before any device blocks itself or makes
unlocking harder. In these circumstances, especially when a victim is a deceased person (e. g. an abetment in
suicide case), the password is practically impossible to attain through the authorities. However, the data can be
retrieved with the unique and distinctive method of Chip-off analysis. In this study, a password protected mobile
phone was retrieved from a deceased individual and only the analysis of his/her mobile could lead to investigative
insights for catching the perpetrator. The Chip-off method has several difficulties and a password/ pin protected
device increases the difficulties for analysis several folds. This study highlights the significance of chip-off
analysis in achieving accurate importing and extraction of maximum data along with the use of the
hardware/software, MSAB, XRY and other software.

KEYWORDS: Password protected mobile phones, Chip-off analysis facility, unsoldering, MSAB XRY, etc..
1. INTRODUCTION

Even as the commercial tools are improving and making innovations at an impressive rate, unfortunately, the
devices continue to evolve posing challenges for the examiners. The chip-off technique is a promising alternative
means for data recovery of mobile phones that are damaged, broken or locked due to which the standard
procedures for extraction of data are not possible in such devices [1]. This technique when utilized with other
software is capable of extracting dump which can then be decoded further [2].

XRY and JTAG methods are advanced levels of data acquisition methods involving connecting the device’s Test
Access Ports (TAPs) and processing the chip to gather the raw data from the chip. Thus, it enables the examiners
to extract full physical image from the devices which are not supported by the standard forensic tools.

One of the other software that can help analyze the extracted data is Forensic Explorer. Forensic Explorer is an
advanced sorting and filtering software which combined with its flexible graphic user interface enables the
investigators to access available data, analyze a large volume of information from multiple sources, automate
complex filtering tasks and produce detailed reports of the data extracted.[3]

Certain open source applications are also available to analyze the data significantly. During this study, we came
across one such application and utilized it. WhatsApp Viewer is an open-source application that enables
WhatsApp users to view their WhatsApp chat on their computers. This application makes it easier to copy the
messages on the computer, even while reading older messages. The added advantage of this application is that it
displays chats from the Android msgstore. db file and supports crypt5, crypt7, crypt8 and crypt12 versions of the
database. The data can also be saved as txt, html and is on files for easy storage.[4]

(28]
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The study is comprising of a case of abetment of suicide in which one male committed suicide under perilous
circumstances. After his death, the family of the victim registered a police complaint under section of 306, Indian
Penal Code (IPC). They mentioned in the complaint that their son was being mentally tortured as a classmate was
generally picking fights with him and being abusive in the college. Moreover, their son was being blackmailed
with threats to spread the news of an alleged affair with their upstairs neighbor’s daughter-in-law. The constant
harassment faced by the daughter-in-law led to her committing suicide to escape the daily upheaval. The case was
then presented before the court. The accused(s) got the case dismissed under the pretext of being a victim
themselves and being accused of the crime under false pretenses.

The perpetrator also continued his tortures with the victim. After more than one month had passed since the
suicide, when tired of the constant suppression being faced by him, the victim decided to end his life. The entire
incidents were occurring in person and hence, there was no proof of the matter except the victim’s mobile device.
The victim had left his written suicide note as well as a voice recording of the same in which he had named the
perpetrator and his accomplices along with the incidences as they had happened. However, the mobile phone was
found in a locked condition whose password was unknown to any relatives of the victim. Hence, the examiners
were faced with a dilemma to solve this problem. Furthermore, the forensic tools like UFED, XRY, etc. in the
laboratory were unable to by-pass the model of the mobile device (Samsung, Model: SM-G510F). Essentially,
permission to conduct chip-off was required from the legal authorities. Thus, began the procedure for attempting
to conduct chip-off method on the received device.

As mentioned above, the chip-off is an alternative method for data extraction when standard forensic methods
become unfeasible or inoperative for the purpose. Here, the password protection of the device demanded that
either the password or the permission to attempt chip-off be provided for examination purposes.

Chip-off forensics is a powerful technique that allows collecting a complete physical image/forensic dump of
nearly any device using the retrieved NAND flash memory chip(s) from a device and then acquiring the raw
data/image using a specialized forensic tool. Retrieving data from locked and unlocked phones is getting harder
day-by-day as the complexity of the patterns and the number of digits in the pin-locks keep on expanding. Often,
a digital forensic investigator uses the CHIP-OFF Forensic Technique to remove NAND flash memory where the
data is stored. [5]

The chip-off analysis utilizes thermal/IR-based procedures to physically remove the NAND chip from the
motherboard of the devices. The chip is then accessed using various forensic tools to acquire its physical image.

1.1 Performing Chip-off analysis:

1. The mobile device is opened using the heat and air combination to remove its back and front covers,
battery screws, other connections, etc. to retrieve the motherboard from it.

2. The NAND flash memory is located on the retrieved motherboard/circuit board.

3. Using appropriate heat (disordering) and chemicals (adhesive removal), the memory chip is physically
removed.

4. The removed chip is cleaned and/or reballed if necessary.

5. The forensic image/dump of the chip is then acquired by using any imaging software and an adapter
connecting it to the PC.

6. Further analysis can be conducted with standard software available in the laboratory.

The chip-off method can be used to extract data from nearly any devices that utilises flash memory (NAND, NOR,
One NAND and eMMC).[6] The main aim during the examination and analysis of the device is to retrieve the
relevant data according to the query posed by the legal authorities/ inquirers. In this case, relevant data included
the audio-video recordings, WhatsApp data and Images/ photographs from the device.

[29]

IJESRT is licensed under a Creative Commons Attribution 4.0 International License.




.:E THOMSOMN REUTERS

ISSN: 2277-9655

[Kumar et al., 10(3): March, 2021] Impact Factor: 5.164
IC™ Value: 3.00 CODEN: IJESS7
1.2 General difficulties/ obstacles faced during retrieval of the chip:

1. Locating NAND flash memory of the exhibit from its motherboard.

2. Setting optimum hot airgun temperature so that chip can be plucked easily.

3. Cleaning of the chip after successfully disordering it from its motherboard.

4. Locating pinpoints for reading the chip and choosing suitable adapters for it.

During this study, the chip-off technique was utilized at its most basic and adept conditions. Moreover, this method
even as it posed difficulties, complications and being time-consuming, it was the most effective, secure and potent
method for data retrieval from the locked mobile device.

2. MATERIALS AND METHODS

2.1 Step-wise procedures followed for the study:

Whenever any mobile phone is subjected to data extraction, standard laboratory procedures and standard
hardware/software are utilized. For this study, freeware, as well as paid forensic software, are employed for
extraction and analysis.

Case opening
The case was received by hand from a messenger in sealed condition. The parcel contained one mobile phone of
Samsung, Model: SM- G531F. The phone was appropriately marked and kept for charging.

Device activation

Once the charging of the mobile was completed and the device activated, the mobile phone was immediately
switched to Airplane Mode. When attempted to open the mobile phone it showed that the mobile phone was
password protected (Fig. 1) and after several attempts of trial-and-error method, the device could not be unlocked.
Thus, after getting permission from legal authorities to continue with the chip-off method, the procedure was
started.

Fig. 1: Pin lock protecte mobile device

Chip unsoldering

The device’s back and front covers were first removed using a hot airgun (Fig. 2). The screws and other connectors
were removed from the device. The NAND memory chip located and subsequent process for chip unsoldering
was followed (Fig. 3).

Chip unsoldering was performed using a hot air gun (at 310°C) and a disordering machine. The airgun and
disordering machine can be of the desired company based on the availability and efficiency of the product for the
user.

(30]
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Fig.2: An 0ﬁened device for circuit board Fig.3: Unsoldering of the chip from a circuit board

Chip processing and cleaning
The unsoldered chip now must be cleaned (Fig. 4) and processed in such a manner that the adhesives applied to
the chip are removed and the connectors of the chip can be easily detected by the chip reader.

The chip is treated with a soldering paste with intermittent heating using the soldering gun. This removes the glue
and other metal impurities stuck to the chip. This is followed by further treatment of the chip with a glue cleaning
chemical to substantially clean all the connector points on the chip (Fig. 5). This step ensures an adequate and
clear connection of the chip with the eMMC adapters during extraction.

Fig.4: Cleaning of the unsoldered chip Fig.5: Chip ready for extraction

Data extraction and decoding

The retrieved chip was now utilized for data extraction and decoding using the following software:
a) MSAB XRY and XMAN with eMMC adapter.
b) Forensic Explorer.
c¢) WhatsApp Viewer.[7]

(31]
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ANDROID CHIP-OFF

E— Module Status Time Message

-1-- f Exhibit-M-1-- -
EXTDECODER Success 12/03/2021 10:09:12 Partition size: 100000.
EXTDECODER Success 12/03/2021 10:09:12 EXT Magic = 0x0
EXTDECODER Success 12/03/2021 10:09:12 Not a valid EXT Partition!
EXTDECODER Success 12/03/2021 10:09:12 Partition size: 73380000.
EXTDECODER Success 12/03/2021 10:09:12 EXT Magic = OxEF53
EXTDECODER Success 12/03/2021 10:09:12 Block size: 4096.
EXTDECODER Success 12/03/2021 10:09:12 Inodes in block group: 7872.
EXTDECODER Success 12/03/2021 10:09:12 Uses journal: yes.
EXTDECODER Success 12/03/2021 10:09:12 Uses extents: yes.
EXTDECODER Success 12/03/2021 10:09:12 Size is 64 bits: yes.
EXTDECODER Success 12/03/2021 10:09:12 Partition name: SYSTEM
EXTDECODER Success 12/03/2021 10:09:12 Block Groups: 15.
EXTDECODER Success 12/03/2021 10:09:15 Allocation block: 0x0-0x7FFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:15 Allocation block: 0x8000000-0xFFFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:16 Allocation block: 0x10000000-0x17FFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:17 Allocation block: 0x18000000-0x1FFFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:17 Allocation block: 0x20000000-0x27FFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:17 Allocation block: 0x28000000-0x2FFFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:17 Allocation block: 0x30000000-0x37FFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:18 Allocation block: 0x38000000-0x3FFFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:19 Allocation block: 0x40000000-0x47FFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:19 Allocation block: 0x48000000-0x4FFFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:19 Allocation block: 0x50000000-0x57FFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:20 Allocation block: 0x58000000-0x5FFFF000 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:20 All ion block: 0x67FFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:22 Allocation block: 0x68000000-0x6FFFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:23 Allocation block: 0x70000000-0x732FF000 (13056 blocks)
EXTDECODER Success 12/03/2021 10:09:23 Found 557 directories and 2196 files.
EXTDECODER Success 12/03/2021 10:09:23 Processing journal and deleted files.
EXTDECODER Success 12/03/2021 10:09:30 Decoded: 10 deleted directories and 331 files.
EXTDECODER Success 12/03/2021 10:09:30 Partition size: c800000.
EXTDECODER Success 12/03/2021 10:09:30 EXT Magic = OxEF53
EXTDECODER Success 12/03/2021 10:09:30 Block size: 4096.
EXTDECODER Success 12/03/2021 10:09:30 Inodes in block group: 6400.
EXTDECODER Success 12/03/2021 10:09:30 Uses journal: yes.
EXTDECODER Success 12/03/2021 10:09:30 Uses extents: yes.
EXTDECODER Success 12/03/2021 10:09:30 Size is 64 bits: yes.
EXTDECODER Success 12/03/2021 10:09:30 Partition name: CACHE
EXTDECODER Success 12/03/2021 10:09:30 Block Groups: 2.
EXTDECODER Success 12/03/2021 10:09:31 Allocation block: 0x0-0x7FFFO00 (32768 blocks)
EXTDECODER Success 12/03/2021 10:09:31 Allocation block: 0x8000000-0xC7FF000 (18432 blocks)

Allocation block: 0x8000000-0xC7FF000 (18432 blocks)

Fig.6: Extraction and decoding using XRY

Once the physical dump of the chip is extracted, the crucial task of decoding the dump begins. Dump decoding
is a complex task that is generally performed by skilled examiners. The XRY software is one of the software
which supports the decoding of the physical dump which has been extracted from the chip. Here, the same was
utilized (Fig. 6).

3. RESULTS AND DISCUSSION
The retrieved chip when initially connected to XRY and chip reader for data extraction, partial data (audio, video,
documents, etc.) was retrieved from the software.

Chips in mobile devices (eMMC) have an interface similar to SD cards [2] therefore, subsequently, the software
FTK Imager, Version 4.1 was utilized for imaging the chip. The image was then analyzed using the software
Forensic Tool Kit (FTK), Version 6.4. This led to successful retrieval of audio, video, pictures, documents, etc.
However, WhatsApp chats and database retrieved were found to be encrypted. The software WhatsApp Viewer
(Fig. 7) (open source) was downloaded (from https://whatsapp-database-viewer.software.informer.com/1.9/) and
WhatsApp database was decrypted using the key file found in the root folder of the image of the chip (Fig.8). In
this way, the WhatsApp chats were also retrieved successfully.

(32]
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Fig.7: WhatsApp Key in the image of the chip
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Fig.8: WhatsApp chats extracted from the key
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The image of the chip was further analyzed using the software Forensic Explorer (Fig. 9 and Fig. 10) through
which contacts, call logs and SMS were exported.
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Fig.9: Data extracted from Forensic Explorer
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Fig.10: Data type from Forensic Explorer
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Every technique practiced are with its own challenges/ critical decisions. Similarly, there were several challenges
faced as the examiner during the study. The primary challenge was the location and plucking of the chip from the
mobile device. The mobile device was whole and intact when it was submitted in the laboratory due to which the
optimum temperature and time for the back and front covers to detach was required to be regulated carefully. The
optimum temperature was allocated at 310°C and the heating required to be intermittent in nature and a roving
motion around the cover. Following that, the motherboard of the device was delicate and had to be skillfully
removed from the connections. Later, the chip also had to be located and unsoldered with intermittent air heating
from the socket of the motherboard.

Given the complicated extent of the chip-off method, no examiner should perform the technique on the intended
device initially. The method must be duly practiced on demo devices before the actual procedure. Here, in the
laboratory, before conducting the chip-off method on the submitted mobile device, practice for the same had been
conducted on several demo devices of similar models. The practices are of utmost importance as they allow your
hands to skillfully set for plucking the chip as well as in identifying and locating the chip in the device being
examined.

4. CONCLUSION

The challenges of extracting data from mobile devices keep on evolving and surfacing steadily. In such scenarios,
innovative ideas must be created and made functional to keep up with such challenges. As observed, the Chip-off
method is one of the most innovative and distinctive methods to extract data from mobile devices when standard
forensic tools are found inoperative. Several challenging circumstances are observed when mobile devices are
received with password protection, especially when either the accused refuses to share the password or the victim
is inaccessible (as seen here, in a suicide case). Moreover, this method is not only accessible for password locked
phones but also for the devices that are damaged or in broken and non-working condition. However, the limitations
of this method are observed when the mobile device received are of higher Android or IOS versions. The only
data extracted from such mobile devices by chip-off method are found in an encrypted condition and methods of
decryption are yet under development.
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